The steganographic security in the Cachin's work is defined as the statistical invisibility between the host signal and its marked version. At contrary, the robustness to an attack is not a prime goal. In robust watermarking, this is exactly the inverse. The Scalar Costa Scheme (SCS) is a typical example of this fact. Indeed, this scheme is robust to Additive White Gaussian Noise (AWGN) attack but is drastically insecure since its probability density function for Gaussian host signal is severely discontinuous. An improved scheme has been proposed by Guillon et al. which increases the security to the detriment of the robustness. In this paper, we propose a new watermarking scheme, based on the combination of the Spread Transform (ST) and the Trellis Coded Quantization (TCQ) which is secure and robust to AWGN attack.
INTRODUCTION
In the context of robust watermarking, and towards the half of 90s, Spread Spectrum watermarking [4] appears and widely interest the scientific community during several years. Its advantage is the robustness against Additive White Gaussian Noise (AWGN) attack at the price of a low capacity. In 1999, Chen and Wornel [1] have introduced a new class of watermarking scheme called Quantization Index modulation (QIM), where the host signal is considered as the side information of a Costa's scheme. By leading on the results of [7] , the capacity of informed watermarking schemes is optimal since the side information is not considered as a nuisance signal. A practical and efficient implementation of the Costa's ideas is the Scalar Costa Scheme (SCS) proposed by Eggers et al. [5] which is quiet similar to the Distortion Compensated QIM (DCQIM) watermarking [1] . In the context of the steganography, Cachin in [10] has defined the notion of secure scheme by the closeness of the Probability Density Function (PDF) of the host and marked signals. The distance criterion is the Kullback-Leibler Distance (KLD) or also called relative entropy. A steganographic analysis of the SCS [6] shows that this scheme is not secure according to the Cachin's criterion [10] . Indeed, the SCS introduces many artifacts in the PDF of the watermarked signal. So, a simple inspection of the statistics of the watermarked signal gives away the presence of the watermark. In reference [9] , the authors propose a modification of the SCS which leads to considerably improve the steganographical security of the scheme. But,
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as a price to pay, the proposed scheme imposes many constraints in terms of robustness. The aim of this work is to find a quantizationbased watermarking scheme which is steganographicaly secure and robust.
QUANTIZATION-BASED WATERMARKING SCHEMES
AND SECURITY ANALYSIS
The Scalar Costa Scheme
Eggers et al. in [5] have introduced a sub-optimal scheme based on the Costa's ideas [7] . The authors propose to construct a codebook from the reconstruction points of a scalar quantizer. This approach is called Scalar Costa Scheme and is robust to AWGN attack for optimal value of Costa's factor α . However, it has been shown in reference [6] that the regular partitioning of the scalar quantizer generates many artifacts in the Probability Density Function (PDF) of the marked signal. Consequently, in a steganographic point of view, the security of this scheme is low since the relative entropy between the marked and the host signals is high (cf. Fig. 1-a) . To avoid this problem, Guillon et al. [9] have proposed a new scheme to improve the security of the SCS. The main idea is to insert the message in the host signal with a uniform PDF and with α = 0.5. By doing this, it can be shown on Fig. 1-b (and see in [9] for theoretical considerations) that the PDF of the marked signal is close to the one of the host signal, which in particular, decreases the relative entropy. Toward this end, this scheme uses a compressor step before embedding the watermark to equalize with a non-linear function the histogram of the host signal. After encoding, an inverse compression step is applied to the watermarked signal with uniform PDF in order to reconstruct the signal with the original PDF. Unfortunately, the gain in security leads to several constraints, since we have to choose α = 0.5, it is impossible to choose the optimal value of α which allows a good robustness facing an AWGN attack. In addition, as figured on Fig.  2 , the Guillon et al. scheme is less robust than the SCS. This is due to the compression and decompression which increases the distortions. In the next section, we recall the interest to use a structured codebook based on the Trellis Coded Quantization (TCQ).
The Trellis Coded Quantization (TCQ) scheme
The TCQ [8] is a trellis-based quantization scheme associated with a structured codebook. This approach is based on the Trellis Coded Modulation introduced in reference [3] . The TCQ allows to reduce the complexity cost of the watermarking system and allows to decrease the watermark distortions. More precisely, in the watermarking-based TCQ, the paths in the trellis are forced by the values of the watermark and the samples of host signal are quantized with the codebook corresponding to the trellis path with a rate of one bit per sample. This approach is called the TCQ path selection (TCQ-PS) and can be described in the following manner. Consider the trellis defined by the transition function :
where E = {0, 1, ..., 2 r−1 } represents the set of all possible states of the trellis (in the sequel we take r=9). The distortion due to the watermark embedding depends on the previous states of the trellis and of the input symbol :
then, the sub-codebooks can be written as :
where Δ is the path of scalar quantization associated to the trellis, si represents original signal sample and m[i] is the information bit. The closest codeword u ∈ Um to the host signal sample s is determined by the V iterbi algorithm [2] :
At the decoder, the received signal is requantized, with the Viterbi algorithm, to find the best path of the trellis. The transition set allows to recover the inserted watermark.
Security analysis of the SCS and TCQ schemes
In the Cachin's work [10] , the concept of ε-secure scheme is introduced. This can be described according to the following argumentation. Let s be the host signal, w the watermark and x the marked signal, then a ε-secure [10] scheme has to satisfy
where KLD is the KL distance or the relative entropy, PS is the PDF of the host signal, and PX is the PDF of the watermarked signal. So, on Fig. 3 , we have reported the KLD as a function of the Document to Watermark Ratio (DWR) for the SCS with optimal α, for the TCQ and the lowest KLD for Gaussian signals. This lower bound is defined as the relative entropy between the distribution of the host signal, assumed to be Gaussian of variance σ < 0.
Then, the KLD theo (DWR) is a strictly decreasing function. It is highly desirable for a watermarking scheme to be as close as possible to this theoretical lower bound. According to Fig. 3 , we can note that the KLD for the TCQ is much lower than the one for the SCS, because as we have seen before this scheme generates artifacts in the PDF of the watermarked signal. 
ANALYSIS OF THE TRADEOFF BETWEEN ROBUSTNESS AND SECURITY
A desirable property of robust watermarking is the robustness (small BER) to AWGN attack. It is well known that Spread-Transform (ST) based quantization scheme is an efficient way to improve the robustness to AWGN attack [5] . So, we briefly recall this technique.
Spread Transform
Chen and Wornel in paper [1] have introduced an efficient watermarking scheme which allows to spread the message on several host signal samples. The global process is given on Fig. 4 . The spreading 
where τ ∈ N is the spreading factor. The above operation is in fact a projection along direction t, where t is a unitary vector. Next, the inverse transformation is applied to the watermarked signal according to x ST = s ST + w ST where w ST is the watermark in the transform domain and we have
The attack is modelled as an AWGN during the transmission across the channel and finally, the decoder receives y = s + w ST · t + v. Before decoding the message, we make transformation to the received signal y, which allows to have y ST = s ST + w ST + v ST , in order to extract the inserted message m which is spreading on the host signal.
Eggers [5] explains the good robustness of watermakring systems which use the ST with the following expression : WNRτ = WNR1 + 10 log 10 τ
where WNRτ and WNR1 are, respectively, the watermark to noise ratios after the spreading operation on τ samples and without transformation (τ = 1). This expression is useful for the following reason. Let WNR = [−3, 5] dB be the desired working range (common case), then for a spreading factor of τ = 10, the BER of the watermarking system combined with the ST is in fact the BER associated with higher WNRs belonging to the range [7, 15] dB. So, using the ST pre-processing allows to multiply the WNR by a factor τ . The "dual" expression of (9) is DWR = DWRτ + 10 log 10 τ
where DWR (resp. DWRτ ) is the Document to Watermark Ratio (resp. in the transformed domain). According to expression (10), we can note that the ST attenuates the watermark before embedded it. As the DWR is increased, this leads to a smaller KLD according to expression (6) . So, a potential gain in security can be obtained.
Spread Transform Trellis Coded Quantization
We have seen that the ST scheme allows to increase the WNR. On the other hand, the TCQ scheme has a good robustness for high WNRs. So, it is natural to combine the two systems. This new quantization-based watermarking scheme is called the STTCQ. Fig. 5 shows the variation of the BER as function of the WNR . We can note that the STTCQ is more robust against AWGN attack than the SCS and the TCQ, the robustness of the STTCQ increases when the spreading factor τ increases. However, we can not increase the spreading factor indefinitely, because its value is constrained by the payload. Regarding the security, we can remark that if the STTCQ schemes is used in the same range of DWR as the TCQ, the security level will be similar (see Fig.3 ). Fig. 6 shows that the compromise RobustnessInvisibility of the STTCQ is the best and this tradeoff is better for large spreading factor τ , we note also that Guillon et al. has not a good compromise Robustness-Invisbility which is due to its low level of the robustness. Fig. 7 shows that for a DWR of 35 dB the watermark is imperceptible for all previous systems (SCS, TCQ, and STTCQ (τ = 10)). In Fig. 7-f , the image watermarked with the STTCQ is attacked with an AWGN attack such as WNR = 2 dB, we can extract the message with zero errors. However, the message is not decoded correctly if we carry out the same experience with the other systems as it is shown in table 1. Fig. 8 shows a comparison between the effect of the SCS, the TCQ and the STTCQ watermarking on the statistics of a real image, we note that SCS is not secure in comparison with the TCQ and the STTCQ, also, in 
CONCLUSIONS
Steganography and robust watermarking are often animated by contradictory goals since for steganography, the prime goal is to have a high level of security, defined as the closeness of the PDF of the host and marked signals, often to the detriment of the robustness to an attack. For robust watermarking, this is precisely the inverse. So, it is interesting to design a watermarking scheme which is secure and robust. Toward this end, we have proposed a new quantization-based watermarking scheme based on the Trellis Coded Quantization on a spread transform domain which allows a good tradeoff between security and robustness with respect to other standard quantizationbased watermarking schemes. 
ACKNOWLEDGMENT
The authors would like to thank Professor Pierre Duhamel for his help and collaboration to this paper.
